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Regulators, lawyers and auditors 
habitually throw around the word 
‘materiality’ in the context of both 

compliance and legal matters. A contract 
can be legally broken if enough change has 
occurred to materially breach the agreed 
upon boundaries. Sarbanes-Oxley auditors 
are looking for financial misstatements on 
the level of materiality. And the NFPA, HIPAA, 
PCI and a few other regulations are looking 
for ‘material weaknesses’ or enough ‘mate-
rial change’ in policies to warrant a bad audit 
report or an overhaul of an organization’s 
information management controls. 

However, it seems most organizations 
don’t have a good definition of materiality 
they can work with. When I ask for a suc-
cinct definition of the term, the answer I 
most often get is “that’s one of those words 
that are hard to define, but I know it when I 
see it.” The definition of materiality in most 
organizations and in most auditors' minds 
is very close to being wholly subjective–but 
it doesn’t have to be.

In general, think of materiality as 
a measure of impact. In our case, it is a 
level of weakness in either the design or the 
operation of information controls that are 
significant enough to be greater than the 
risk the organization is willing to take. The 
key here is correlating risk with the level 
of impact that a weakness carries with 
it. The question that your organiza-
tion has to answer is how to measure 
the impact of a weakness in order to 
determine if it is significant enough to 
be called material. Buried within the 
reams of regulations, there are a few 
golden nuggets that will help us cre-
ate a working definition that even the 
pickiest auditors should agree with.

The U.S. Government’s Financial Audit 
Manual, ¶ 230.02 - .13, and the Informa-
tion Systems Audit Control Association’s IS 
Standards, Guidelines and Procedures 
for Auditing and Control Professionals 
§ 2.1.3 – 2.1.5 define three levels of 
granularity when defining materiality; 

planning materiality, design materiality and 
testing materiality.

Planning materiality can be thought of 
an the aggregate level of error or downtime 
acceptable to your organizational manage-
ment. The GAO guide suggests that 3 percent 
of the base measurement be used as a gen-
eral guideline for materiality. Information 
systems, data, devices and processes possess 
materiality if they do one of two things:

1Provide reports by which decisions 
are made. For example, if the data in 

a report was the basis for future business 
direction, it is most certainly material. 
Thus, the data and processes must ensure 
accuracy. 

2Provide a critical business function. 
Criticality can range from loss of life to 

loss of significant revenue. If the absence of 
an information process, system or IT asset 
would result in loss of revenue that exceeded 
operating costs, the process is most certainly 
material.

For a simple scenario we’ll look at a 
Web site that nets $2 million in sales per year, 
spread across 200 "cycle" or actual selling 
days with an average of a 12-hour cycle day 
(because the Web site only supports U.S. 
traffic, which means it isn’t busy 24 hours 
per day). That means that the net per day is 
$10,000 and the net per hour is $833.

Base Figures for Measuring the 
Materiality of a Web Site

With 3 percent as a rough guide, ma-
terial loss would be estimated at $60,000. 

CAN YOUR ORGANIZATION 
DEFINE MATERIALITY?

By Dorian Cougias

Therefore, the aggregate days and hours of 
downtime that could accumulate over the 
year total six days (remember these are 12-
hour "cycle" days), or a total of 72 hours.

Materiality for an E-commerce 
Web Site

This sample only shows downtime as 
measured by the loss of e-commerce-based 
sales. In reality, there are several key mea-
sures you’ll want to assess when determining 
materiality.

>> Criticality of the business 
processes supported by the system 
or operation

>> Cost of the system or op-
eration (hardware, software, staff, 
third-party services, overheads or a 
combination of these)

>> Potential cost of errors (pos-
sibly in terms of lost sales, warranty 
claims, irrecoverable development 
costs, cost of publicity required for 
warnings, rectification costs, health 
and safety costs, unnecessarily high 
costs of production, high wastage 
among other potentials)

>> Number of accesses/
transactions/inquiries processed 
per period

>> Nature, timing and extent of 
reports prepared and files maintained

>> Nature and quantities of ma-
terials handled (e.g., where inven-
tory movements are recorded without 
values)

>> Service level agreement 
requirements and cost of potential 
penalties

>> Penalties for failure to comply 
with legal and contractual require-
ments

>> Penalties for failure to com-
ply with public health and safety 
requirements

Material Loss  $60,000 

Aggregate hours of downtime 72

Aggregate days of downtime 6

Materiality 3%

Cycle Days 200
Cycle Hours 12

Net per year  $2,000,000 

Net per day  $10,000 
Net per hour  $833 

S O F T W A R E   C O M P L I A N C E
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For more information please contact Sharon Lee at 
(678) 802-5304 or by e-mail at Sharon@hotel-online.com.

Reaching more than 20,000 people daily via its 
headline news e-mail, chances are you read it too. 
Hotel-Online is by far the hospitality industry's No. 1 
Web site and daily e-mail news service.

Since 1996, www.hotel-online.com has been 
the hospitality industry's online meeting place, 
providing the latest news, trends, discussion forums, 
employment opportunities and product pricing 
available anywhere. Still not persuaded?
Just look at these statistics:

•   MOST POPULAR hospitality news site on 
the Web

•  Opportunities for your news story place-
ments in the daily e-mail are only $125

•  Read in 127 COUNTRIES

>> Consequences to share-
holders, organization or 
management of irregularities 
going unresolved

Design materiality is the portion 
of planning materiality that has been 
allocated to line items, accounts, 
or classes of transactions. In other 
words, design materiality is the value 
of the potential for the cumulative ef-
fect of small errors or weaknesses to 
become material. The GAO suggests 
that materiality should be based upon 
one-third of the base of planning ma-
teriality. This allows you to determine 
the maximum allowable downtime 
for each asset within the system (the 
database, the application, the OS, the 
storage array, the CPU, etc.). In this 
scenario, materiality would be reached 
at 24 hours of downtime due to the lack 
of discrete operations, such as a drive 
array malfunctioning.

Test materiality is the materiality 
actually used by your team (and the 
auditor) in testing specific controls. 

A material control can either be a 
single control (check the logs for 
unauthorized changes), or a grouped 
set of controls (such as disk- and tape-
based backup and moving tapes off site) 
without which there is no reasonable 
assurance that the design materiality 
goals of maintaining confidentiality, 
integrity or availability would be met. 
In other words, if someone wasn’t 
examining the logs for unauthorized 
changes, how would you know if a 
breach occurred? If you aren’t backing 
up the system, how would you restore 
damaged or lost files?

This means that you will have to 
test for both design deficiencies (to ac-
count for vital controls being missing 
or not properly addressing the right 
issues) as well as operating deficien-
cies (to account for people not knowing 
how, or just not doing their job).

Dorian Cougias works with Net-
work Frontiers, LLC. He can be reached 
at dcougias@netfrontiers.com.

S O F T W A R E   C O M P L I A N C E

Questions to Ask
• Have you met with the business units 

to determine their appetite for risk so that 
you can quantify a set of base numbers for 
materiality? Those base numbers should 
include allowable downtime (availability), data 
corruption (integrity) and what constitutes a 
privacy breach (confidentiality).

• Have you defined which systems and 
applications hold information that is material 
to your organization’s well being?

• Have you checked to see i f the 
application’s creator even put the necessary 
tools in place to assure there are no control 
design deficiencies that could lead to a 
material loss of the system or the information 
in the system?

• Have you thoroughly tested your 
policies and procedures (operational 
controls) to ensure that the system is operating 
as designed and that the staff is performing 
those procedures?


