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Technology Gadgets      By Mary Siero

In his book, “When Gadgets Betray Us: The 
Dark Side of Our Infatuation with New 
Technologies,” Robert Vamosi prepared an 

interesting view of the art of the possible with re-
gard to the security of various new technologies. 
Vamosi’s stated purpose is to make us aware of 
how our desire for convenience and love for gad-
gets may compromise our privacy and make us 
complacent. “With technology we simply haven’t 
evolved our survival instincts,” he writes. “We 
often make leaps of faith with new technologies 
based on very few criteria.”1  

Vamosi hopes that his book will cause us to re-
think our mistaken belief that we do not need to 
be personally involved in protecting our privacy. 
His intent is to demystify the complex workings 
of technology for the average person and his 
book is very readable, up to a point. He cap-
tures the reader’s attention by providing stories, 
sometimes of famous people, who have suffered 
losses at the expense of technology.  He shares ex-
periments conducted by cyber experts that expose 
limitations of simple technologies that we are 
all familiar with as well as limitations of some 
newer technologies that are less well known.  He 
includes statistics that help reveal the magnitude 
of the problem. However, at times, his explana-
tions of how the technology works can be difficult 
for the average reader to understand.

Chapter two of Vamosi’s book, where he shares 
the stories of technology experts in the informa-
tion security field, Adam Laurie of The Bunker®, 
a company that provides secure hosting facilities, 
colocation and IT outsourcing services, and of 
Paul Pablo Holman of the Shmoo Group, a non-
profit security think tank, speak directly to the 
hotel industry.  Both men have publicized their 
successes in using television remote control units 
in hotels to do various things including obtain-
ing free premium movies and entertainment, 
zeroing out minibar balances, surfing email in-
tended for other guests and even defacing the ho-
tel welcome screen.  Laurie’s research has found 
that most hotels use one of only a few backend 
systems and estimates that breaking that code 
can be as easy as one in 16,000 code combina-
tions2, a trivial task for today’s laptop computers, 
and would take only hours to complete. Laurie 
and Holman share many examples that show 
how easily technologies can be misused.  Vamosi 
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provides references so interested readers can 
dive more deeply into the issues. He also of-
fers that improvements are readily available by 
requiring authentication on these systems and 
add or improve encryption.

It is curious that throughout his book 
Vamosi doesn’t address hotel keycards. He 
spends a great deal of time discussing locks 
and electronic key fobs used to unlock cars, 
which he reports use only 40 bit encryption 
and take only hours to crack, versus the indus-
try standard 256 bit encryption which would 
theoretically take years to crack—but he does 
not address keycards used to unlock doors. 

The Internet is rife with rumors, which ap-
pear to be misunderstandings, about keycards 
containing personal information of the hotel 
guest, but not much information about cyber-
criminals creating their own keycards for 
the purpose of breaking into the rooms 
of hotel guests. We know from the credit 
card industry that creating a card with 
magnetic strip information is 
easily done with only the 
simplest of technologies. 
Oddly enough, Vamosi 
never mentions the need for cy-
bercriminals to obtain the necessary in-
formation to make their own keycards.  
Since the criminal industry is 
all about risk and reward, 
perhaps breaking into rooms 
carries too much risk and not 
enough reward for them.

An interesting experiment men-
tioned in the book was conduct-
ed at the Baja Beach Club in 
Barcelona in 2004.  Micro-
chips containing a 16-digit 
identification number were im-
planted under the skin of guests to pro-
vide them with a convenient method 
to order and pay for drinks 
and entertainment.3 Vamosi 
mentions that it was not a 
popular option at the time, 
as relatively few guests opted 
to try it. 

Robert Vamosi has done 
a good job in alerting us 

that our blind trust in the gadgets we use every day 
– cellphones, cars, computers etc. – give us a false 
sense of our own personal security because we nev-
er think about the systems underlying these new 
technologies and whether or not they can really 
protect us.  Although we are vulnerable, we think 
we are invulnerable. While there are no universal 
solutions, and Vamosi offers none, his book serves 
to raise our awareness and hopefully make us think 
about how we can safeguard ourselves.
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